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Installing and configuring the Office 365
module

Installation

The Microsoft 365 Web plugin is not installed by default on Esia platforms. You must first install the
corresponding package. Connect using SSH with a root account on your Esia server. Type the
following commands

copy

apt update
apt install esia-webp-office365

If it does not find the package, the Esia repository has not been added to your server. You can add it
by following the corresponding part of the following tutorial: Installing an Esia Galaxy server

Once installed, go to the Esia administration WEB interface.

Configuration

Before configuring the node, you must authorise Esia to contact your Office 365 instance.
You can follow the tutorial below: Microsoft Office 365

In the Esia administration interface, click on “Add Node".

ETAT DES ETAT DES
NOEUDS SERVICES 1
I Accueil » Administration 2 @ ® a
GROUPES DE NOEUDS @@ NOEUDS ©f GROUPESDENOEUDS %4 PLUGINS O UTILISATEURS G0 GROUPES G DROITS () CONFIGURATION {5} LOG
ERACINE
A\ + . = | 5
B CLIENT 1- NODE NOEUDS 2 L:J = 11025(62) > >> o
B CLIENT 2 - BACKUP
WICLIENT S - HYPERVISEUR NOM DU NOEUD < GROUPE < TYPE DE NOEUD < ADRESSE IP < DESCRIPTION < NOMBRE DE SERVICES  © ACTION
@ CLIENT 4 - APPLICATION
CLIENT 5 - UNITY
CLIENT 6 - MERCURY
O’g B CLIENT 7 - AVANCE
CHENTS -1Pve enterprise server 107.01 serveur interne 8 @ @ &
u_sw-dev-hp-2524 Client 5 - Unity switch 105.0.2 1 @ W
BCK-Veeam-Server Client 2 - Backup backup server 107.0.8 1 @ @ (&
BCK-Bareos-director Client 2 - Backup backup server 107.07 ) @ @ &
vsrv-syslog Client 7 - Avancé Syslog Server 10.2.0.4 7 Q@ tCmj
a Galaxy-Express-999 Client & - Mercury galaxy 105.0.65 1 @ @ &
- . oy
@ infinity Client 6 - Mercury galaxy 107.02 2 Q@ W
site-web-esia Client 4 - Application website 0.0.0.0 3 @ @ &
site-web-esia site web website 0000 5 e @ W
Unity-X86 Client 5 - Unity gesa 10.8.0.250 1 @ @ &
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Enter a name for your node and select “Microsoft 365" as the node type. Don't forget to put your
node in a group. To finish, click on “Add”.

AJOUTER UN NOEUD

INFORMATIONS GENERALES

Nom du noeud Type de noeud Groupe
office365_wiki Microsoft 365 M 365api %
Adresse IP Connecté derriére la Unity:
0.0.0.0 none
Description

INFORMATIONS SNMP

Version SNMP

none

You now need to fill in the 3 parameters you specified (Tenant ID, Client ID and the key). Then click on
“Save”.

AJOUTER UN NOEUD ®

CONFIGURATION CLIENT ID

Type d'affichage Office 365 T
Tenant ID 787dd7 T
ID Client 5367991

Cle

You can close the window and see that a service and a node have been added. Once the group has
appeared, you can click on the node and you will arrive on this page.

The central part is empty, because there are currently no important services to monitor. To add one,
click on the “Services” tab.
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=

ETAT DE OFFICE365_WIKI )
Noeud : office365_wiki

Adresse IP: 0.0.0.0

oo Groupe : 365api
& Nombre de services : 1
60 Description :
40
20
T T T T T T T T T T T T ul
2609 2809 3009 0210 0410 06-10 08-10 101
ETATS DES SERVICES ~ {J)) HISTORIQUE (ii,) GRAPHIQUES (@) SERVICES () UTILISATEURS
LICENCE (ACTIVE / ASSIGNE) SERVICES IMPORTANTS STATUT MICROSOFT
-
Ajouter les autres noeuds 365 NOM DU SERVICE STATUT STATUT MICROSOFT
o . W Servicelnterruption
Date de génération des données 07-10-2022 W SenviceDegradation
M Investigating
VerifyingService
W ServiceOperational
W ServiceRestored
54 /54 W ExtendedRecovery

B PostincidentReviewPublished
W serviceDegradation
M serviceOperational
B extendedRecovery

]
MICROSOFT 365 APPS FOR ENTERPRISE

o/7

0
OFFICE MOBILE APPS FOR OFFICE 365

ETAT DES SERVICES

SERVICE ¢ STATUS © DERNIERE EXECUTION & INFORMATIONS & ACTION ¢

urTo — NIN_2N97 IN.RR.2R

LITTD Ak, LITTD/11 209 Entind - 1303 hutac in A 18 carnnd racnanca fima @) (2)

3 new services have been added and will monitor the status of Microsoft services.

Select the services you want to monitor. I've chosen to monitor Exchange, Teams and Sharepoint in
this tutorial. Once you've done this, click on “Add service(s)”.

(%) ETATSDESSERVICES /J) HISTORIQUE (1) GRAPHIQUES (@) SERVICES () UTILISATEURS

(] < NOM DU SERVICE < STATUT < STATUT MICROSOFT < DETAIL <

Exchange Online serviceDegradation
] Identity Service serviceOperational
(] Microsoft 365 suite serviceDegradation
] Skype for Business serviceOperational
SharePoint Online serviceDegradation

Dynamics 365 Apps

Azure Information Protection

Yammer Enterprise

Mobile Device Management for Office 365

Planner

Sway

serviceOperational

serviceOperational

serviceOperational

serviceOperational

serviceOperational

serviceOperational

A2 B P p p p p p p s p
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Add the other office 365 nodes

There's more than just the basic Office 365 view available. You can also add the following views:

Exchange

Onedrive
SharePoint
e Teams

To do this, click on “Add other 365 nodes”.

ETAT DE OFFICE365_WIKI

Noeud - office365_wiki
Adresse IP: 0.0.0.0

Groupe : 365ap
8 Nombre de services : 4
& Description :
2
2
n T T T T T T T T T T T T n
2609 2800 3009 0210 0410 06-10 08-10 101
ETATS DES SERVICES /) HISTORIQUE (i) GRAPHIQUES (@) SERVICES (i) UTILISATEURS
LICENCE (ACTIVE / ASSIGNE) SERVICES IMPORTANTS STATUT MICROSOFT
Ajouter les autres noeuds 365 NOM DU SERVICE STATUT STATUT MICROSOFT
do aénération dos donnd W Senicelnterruption
Date de génération des données 07-10-2022 Exchange Online sarviceDagradation q B ServiceDegradation
Investigating
VerifyingService
Microsoft Teams is Status extendedRecovery q 1 ServiceOperational
B SenviceRestored
54/54 W ExtendedRecovery
0 54 i i § 8 W PostincidentReviewPublished
MICROSOET 365 APPS FOR ENTERPRISE sharePoint Online serviceDegradation B serviceDegradation
B serviceOperational
W extiendedRecovery
o/7
OFFICE MOBILE APPS FOR OFFICE 365
AJOUTER LES AUTRES NOEUDS 365 (O]

Vous pouvez ajouter les noeuds supplémentaires 365 et obtenir de nouvelle capacité de supervision propre au différent services. Il vous suffit de cocher les cases.

GROUPE POUR LES NOUVEAUX NOEUD

Groupe

365api X

Sélectionner tout

SERVICE 365 DISPONIBLE

SERVICE: ONE DRIVE SERVICE: SHARE POINT SERVICE: EXCHANGE
Nom du noeud Nom du noeud Nom du noeud
office365_wiki-One Drive office365_wiki-Share Point office365_wiki-Exchange

SERVICE: TEAMS
Nom du noeud

office365_wiki-Teams
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Select the nodes you want to add, and if necessary change their name and the group to which they
will be added (by default: the same as your original Office 365 node).

Once you have done this, click on “Add” and close the window. The nodes will be automatically added
with the following elements:

Exchange

Here is the available view and 2 services are automatically added:

e Mailbox usage: turns yellow or red if the mailbox has reached its quota or is blocked.

e Number of mails sent/received: test the number of mails sent/received daily by default the alert
and critical values are 1500 and 2000 mails.

OFFICE365_WIKI-EXCHANGE @

ETAT DE OFFICE365_WIKI-EXCHANGE .
- Noeud : office365_wiki-Exchange
Adresse IP - 0.0.0.0

100 Groupe : 3652pi
& Nombre de services : 0
80 Description :
4
20
1T T T T T T T T T T T T T T ul
2609 2809 30:09 02-10 0410 06-10 08-10 101
ETATS DES SERVICES  {J)) HISTORIQUE () RAPPORT (i) CRAPHIQUES (&) BOITESMAILS (&) CLIENTS MAILS
STATISTIQUE GENERALE EMAILS ENVOYES/RECUS (15 JOURS) TOP 10 DES UTILISATEURS
Date de génération des données 08-10-2022 2000 crockacE
18004 EMAIL UTILISE POURCENTAGE
Comptes actifs
1600
e ¢ i : il “
1200
17/80 Obi-Wan.Kenobi@esia.com 47.62 CB 4762%
1000
e e 800
Espace de stockage utilisé Dark.Revan@esia.com 36.88 CB
505G 0
57036 100 N
sT26 Bastila.Shan@esia.com 35.63 GB 3563%
510G 200
56986
56956 o Martok@esia.com 29.35G8 2035%
5694 G 24092022 26-09-2022 28-09-2022 30-09-2022 02-10-2022 04-10-2022 08-10-2022 08-10-2022
56926 ™ ™
oo envoye 5 recu et et e o I -
tr T T T n
04102022 05.10.2022 06102022 07102022 08102022
ETAT DES SERVICES
SERVICE s STATUS 53 DERNIERE EXECUTION s INFORMATIONS. s ACTION
Nombre d'envoit/réception IOF XI5}

Onedrive

Here is the available view and 1 service is automatically added. It tests OneDrive's global storage
space
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EIAI Uk UFFICESDY_WIKI-UNE DRIVE o )
Noeud : office365_wiki-One Drive

Adresse IP . 0.0.0.0

100 Groupe : 365api
L Nombre de services - |
0 Description :
40
20
T T T T T T T T T T ul
2609 2809 30-09 02-10 04-10 06-10 08-10 101
ETATS DES SERVICES  {J) HISTORIQUE () RAPPORT (1) CRAPHIQUES () ACTIVITESURLESFICHIERS (@) UTILISATEURS
STATISTIQUE GENERALE TOP 10: ESPACE UTILISE ESPACE DE STOCKAGE UTILISE
1177
Date des données 08-10-2022 Feanor Atthis 313.21GB n S
931.3G 4
Nombre de fichier total 490 910 Jack O'Neill 228.5CB
T451G+
Nombre de fichier actif 98 Thomas Whitmore 108.99 GB n 558.0G
Total utilisateur 61 Obi-Wan Kenobi 97.21GB n 31256
186.3G
Utilisateur actif 9 Martok 72.94CB
o
EssiiaShen 50.28CB n 00092022 | 13092002 | 17092022 ' 21092002 | 28092022 | 28.09.2082 | 03102082 | 0710202
B'Elanna Torres 41.07 GB “ .

ETAT DES SERVICES

SERVICE < STATUS ¢ DERNIERE EXECUTION < INFORMATIONS < ACTION <

Espace de stockage 10-10-2022 11:59:39 CRITICAL: storage used 103% (1052.5GE) on 1024GB > 90 & b W (@

Sharepoint

Here is the available view and 1 service is automatically added. It tests the global storage space of all
Sharepoint sites.

ETAT DE OFFICE365_WIKI-SHARE POINT . )
Noeud : office365_wiki-Share Point

Adresse IP . 0.0.0.0

.

00 Groupe : 365api
& Nombre de services : |
60 Description :
40
20
100.0% T T T T T T T T T T T ul
2609 2809 3009 0210 0410 06-10 0810 01
(%) ETATS DESSERVICES ¢J) HISTORIQUE () RAPPORT () GRAPHIQUES () ACTIVITESURLESFICHIERS (fl) DETAIL DESSITES
STATISTIQUE GENERALE TOP 10 DES PLUS GROS SITE ESPACE DE STOCKAGE UTILISE
. A y 20496
Date des données 10-10-2022 Propriétaires de Produits
1863 G-
e —/—_/————v*—‘
Nombre de fichier total o] Propriétaires de webcom2you 1496
130.4 G|
Nombre de fichier actif (1 jour) null Propriétaires de Esia Group (Teams) 118G+
931G+
. o . 745G+
Nombre de page vue (7 jours) 14 Propriétaires de Prestataires m coe
3136+
Fichier actifs (7 jours) 2307 Propriétaires de Commerciale 186G
o
Test Réseaux sociaux m -

ETAT DES SERVICES

SERVICE & STATUS & DERNIERE EXECUTION & INFORMATIONS & ACTION &

Espace de stockage “ 10-10-2022 11:58:15 OK: storage used 19% (195.1GB) on 1TB < 80 HWE
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Teams

Here's the available view.

ETAT DE OFFICE365_WIKI-TEAMS

Noeud : office365_wiki-Teams

100
80
80
40
20
7 T T T T T T T T T T T T T n
26-09 28-09 30-09 02-10 04-10 06-10 08-10 101
ETATS DESSERVICES  4J) HISTORIQUE () RAPPORT (i) GRAPHIQUES () CLIENTSPAROS
STATISTIQUE GENERALE ACTIVITE DU CHAT ACTIVITE VIDEO
7 50
Date de génération des 06-10- 100
données 2022 45
350 20
Utilisateurs connectés 300 35
25
2004
20
ol 150
15
100+
10
0~ 0
22082022 24-08-2022 26082022 2809-2022 30-08-2022 02-10-2022 04-10-2022 (06-10-2022 22082022 24-09-2022 2609-2022 28.09-2022 30-08-2022 02-10-2022 (04-10-2022 06-10-2022

M Messages M Appels M Reunions - D ,
B Aures Message d‘équipe M Message prive

ETAT DES SERVICES

SERVICE & STATUS < DERNIERE EXECUTION < INFORMATIONS

Defender

Requires a Svalinn license (Available from Esia version 3.5.2)
“Microsoft Graphics” API access rights :

e SecurityEvents.Read.All
e SecurityAlert.Read.All

e Securitylncident.Read.All
e AuditLog.Read.All

Check the tutorial on configuring permissions.

Plugins

Plugins added on node creation :

o Active alerts (CHECK_API M365_SECURITY_ALERT ACTIVE) :

Status “alert” or “critical” depending on the number of active alerts.

Adresse IP: 0.0.0.0
Groupe : 365ap|
Nombre de services : 0
Description :
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« Recent alerts (CHECK_API_M365_SECURITY_ALERT COUNT) :

Status “alert” or “critical” depending on the number of alerts (of all types, not just active ones)
that have occurred over a period of time. Default is 1 day.

 Active incidents (CHECK_API_M365_SECURITY_INCIDENT_ACTIVE) :

Status “alert” or “critical” depending on the number of active incidents.

* Recent incidents (CHECK_API_M365_SECURITY_INCIDENT_COUNT) :

Status “alert” or “critical” depending on the number of incidents (of all types, not just active
ones) that have occurred over a period of time. Default is 1 day.

e Secure Score (CHECK API_M365 SECURITY SECURESCORE) :

Status “alert” or “critical” depending on the SecureScore percentage value.

« Valide authentification - MFA (CHECK_AP|_M365_SECURITY_USERS_AUTH_COUNT) :

Status “alert” or “critical” depending on the number of users who have not configured valid
multi-factor authentication.

Other plugins available :

« Valide authentification - SSPR (CHECK_API_M365 SECURITY_USERS_AUTH_COUNT) :

Status “alert” or “critical” depending on the number of users who have not configured valid
self-service password reset (SSPR).

Add the plugin, then change the parameter “method=mfa” to “method=sspr”
Exemple : -A $AUTH_FILE_OFFICE365 -t security -n usersAuthMethodCount -a method=sspr -w
1-c3

* Valide authentification - PasswordLess

(CHECK_API_M365_SECURITY_USERS_AUTH_COUNT) :

Status “alert” or “critical” depending on the number of users who have not configured valid
password less.

Add the plugin, then change the parameter “method=mfa” to “method=passwordless”

Exemple : -A $AUTH_FILE_OFFICE365 -t security -n usersAuthMethodCount -a
method=passwordless -w 1 -c 3
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For the CHECK_API_M365_SECURITY_USERS_AUTH_COUNT plugin (MFA, SSPR or PasswordLess),
you can test a specific user type by adding the parameter type=<$type> (inside the -a). Here are the
available types :

e admin = Only users who are administrators

Exemple : -A $AUTH_FILE_OFFICE365 -t security -n usersAuthMethodCount -a
method=mfa,type=admin -w 1 -c 3

e member = Only users who are of type “Member” (See the “Type” column of the table in the
“Authentication” tab) and not administrators

Exemple : -A $AUTH_FILE_OFFICE365 -t security -n usersAuthMethodCount -a
method=mfa,type=member -w 1 -c 3

e guest = Guest users only

Exemple : -A $AUTH_FILE_OFFICE365 -t security -n usersAuthMethodCount -a
method=mfa,type=guest -w 1 -c 3

Several types can be combined, for example all “Administrator” users and “Member” (non-admin)
users, so everyone except guests : -A $AUTH_FILE_OFFICE365 -t security -n usersAuthMethodCount -a
method=mfa,type=admin:member -w 1 -c 3

Views

Here is the main view of the node :
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5 DERNIERES NOTES @ Noeud : office-Defender
Adresse 1P 0.0.0.0
" Groupe : Web
Aucune note Nombre de services :
Description :

ETATS DES SERVICES

HISTORIQUE (i) GRAPHIQUES () NOTES (@ SECURESCORE A\ ALERTES & INCIDENTS (&) AUTHENTIFICATION

STATISTIQUES GENERALE LES 5 DERNIERS INCIDENTS ACTIFS SECURE SCORE

Unfamiliar sign-in properties involving one user Actif

@ 49.34 % 100% -
Secure Score

90%

Initial access incident involving one user Actif
805 -]

o

) . ) ; 0%

Incidents actifs Incidents sur1jour(s) ki stage incident invelving Initial access & Credential access involving netit
one user 60%

8 o so%
Alertes actives Alertes sur 1 jour(s) 0%
30%-|
1085
" - 20%
Nombre d'utilisateurs MFA valides
105
125 6 T T T T T ]
07042026 oz 2026 09.042026 10042026 11042026 12042026 1304
SSPR valides PasswordLess valides

ETAT DES SERVICES A @ < =] “ 1106 (6) > » 10 v
SERVICE e STATUS e DERNIERE EXECUTION E INFORMATIONS B PRISEEN CHARGE ¢ ACTION

Alertes actives Critique <1 minutes CRITICAL: There are 8 active alert(s) remaining (> 6) & dh @ @ @

Alertes récentes <3 minutes OK: No alerts have been reported over the past 1 day(s) [0 @ @

Incidents actifs

WARNING: There are 3 activ

cident(s) remaining (> 1) ’:} ,1\ (é\

Incidents récents <0 minutes OK: No incidents have been reported over the past 1 day(s) W@
Secure Score critique <3 minutes CRITICAL: Secure Score is Vulnerable at 49.34% (< 50) D h ®wED
Authentification valide - MFA <2 minutes WARNING: 198 users do not have valid MFA (>1) Od ®w@

SecureScore tab :

ETATS DES SERVICES

HISTORIQUE (i) GRAPHIQUES (#) NOTES @ SecURescORE A\ ALERTEs & INCIDENTS (&) AUTHENTIFICATION

SECURE SCORE : 49.34%

100%
0%
0%
0% 4
60% -
50%
0%
30%
20% 4
1051
07-04-2026 08 04‘72526 09- 04'—2526 10- 04‘—2025 11 04‘—2025 12- G‘i‘—ZﬂZB 13—04‘
PROFILS DE CONTROLE =] & < 11030 (440) >'» 3 v
RANG & ACTION RECOMMANDEE % IMPACT & SCORE ¢  CATEGORIE & PRODUIT & TYPE ¢ MENACES &
DACTION
223 Enable "Microsoft Defender for Endpoint Plug-in for WsL' 0.46% o/5 Device MDATP Config Inconnu
222 Enable Microsoft Defender Antivirus real-time behavior monitoring for Linux 0.46% 0/5 Device MDATP Config Inconnu
221 Turn on Microsoft Defender Antivirus Tamper Protection for Linux 0.74% o/8 Device MDATP Config Inconnu
220 Enable Microsoft Defender Antivirus real-time behavior monitering in macOs 0.46% 0/5 Device MDATP Config Inconnu
219 Turn on Tamper Protection for Macos 0.74% o/8 Device MDATP Config Inconnu
218 Block rebooting machine in Safe Mode 0.83% 0/9 Device MDATP Config Inconnu

Alerts tab :
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eTATs DEs services  “J) HISTORIQUE (W) GRAPHIQUES () NOTEs (@ SECURESCORE /b aLerTes M INCIDENTS (@) AUTHENTIFICATION

ALERTES D'ACTIVITES @ 11030 (42) > » 3 .
ID INCIDENT & TITRE & PRODUIT s DETECTEPAR & CATEGORIE & STATUS & SEVERITE & DERNIERE MODIFICATION & MITRE & ACTION
e . o . N N azureAdidentity- . Ti078
122 Unfamiliar sign-in properties AAAD Identity Protection . Initialaccess Résol 30-01-2026 06:40:28 [}
Protection TI078.004
L . . . azureAdidentity- . TI078
121 Unfamiliar sign-in properties AAD Identity Protection . InitialAccess Résol 30-01-2026 06:40:12 Q
Protection TI078.004
e . M . N N azureAdidentity- . Ti078
120 Unfamiliar sign-in properties AAD Identity Protection . InitialAccess Résolu Haute 30-01-2026 06:39:57 Q
Protection TI078.004
P . azureAdidentity- 5 Ti078
ns Unfamiliar sign-in properties AAD Identity Protection . InitialAccess Haute 30-01-2026 06:39:45 Q
Protection T1078.004
ne Unfamiliar sign-i i AAD Identity Protect azureadidentity- InitialA N Hauty 21-01-2026 12:48:39 nozs Q
8 infamiliar sign-in properties fentity Protection o0 nitialAccess louveau aute -01- : T1078.004
azureAdidentity- ~ N : ®
nz Anonymous IP address AAD Identity Protection InitialAccess Moyenne 05-12-2025 09:11:17 Aucun @
Protection
ETATS DES SERVICES HISTORIQUE (i) GRAPHIQUES () NOTES (@ SECURESCORE A\ ALERTES /& INCIDENTS (@) AUTHENTIFICATION
LISTE D'INCIDENTS =] “ 11030(37) > » w2 v
(- TITRE ¢ STATUS & SEVERITE ¢ DATEDE & DERNIERE ¢ ASSIGNEE & NATUREDE &  CLASSIFICATION $  ACTION
INCIDENT CREATION MODIFICATION A LATTAQUE
. . 30-01-2026
122 Unfamiliar sign-in properties involving one user Haute 30-01-2026 06:40:28 inconnu unknown unknown Q
06:40:28
121 Unfamiliar sign-in properties involving one user 30-01-2026 06:40:11  30-01-2026 06:40:11 inconnu unknown unknown @
L o . 30-01-2026
120 Unfamiliar sign-in properties involving one user 063956 30-01-2026 06:39:56 Inconnu unknown unknown Q
o - . P . 30-01-2026
ns Unfamiliar sign-in properties involving one user Haute 30-01-2026 06:39:45 Inconnu unknown unknown QQ
06:39:45
ns Unfamiliar sign-in properties involving ene user Actif 21-01-2026 12:48:38  21-01-2026 12:48:39 Inconnu unknown unknown @
n7 Anonymous IP address involving one user Moyenne | 05-12-202509:11:16  05-12-2025 09:11:16 Inconnu unknown unknown N
ETATS DES SERVICES HISTORIQUE () GRAPHIQUES (#) NOTES (@ SECURESCORE /) ALERTES & INCIDENTS (@) AUTHENTIFICATION
METHODES D'AUTHENTIFICATION DES UTILISATEURS = «|< 11030 (1085) > » a0
UTILISATEUR ¢ ADMINISTRATEUR ¢ TYPE ¢ MFA ¢ SSPR ¢ PASSWORDLESS ¢ METHODES. ¢ 2EMEFACTEWR ¢

email
| P P officePhone . .
oui Membre Désactivé Désactivé 5 voiceOffice
microsoftAuthenticatorPush
softwareOneTimePasscode
e remere mostemnens o

Non Membre Désacti ac mobilePhone sms

Hemere e fuen
e emere mopternone o
Valids

Non Membre Désacti mobilePhone sms

mobilePhone
Oui Membre ‘Valide Désactivé Désactivé microsoftAuthenticatorPush push
softwareOneTimePasscode

z
)
E]
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