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Activating SNMP on an OPNsense firewall

Once connected, you will be taken to the firewall dashboard as shown in the image below.
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First you need to install the NET-SNMP agent, go to “System” and then click on “Plugins”.
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In the drop-down list, search for “os-net-snmp” and click on the small “+” to the right.
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If the installation went well, you will get this message:
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You need to reload the menu on the left and click on “lobby”, for example.

Now go to the “Services” menu and a new line will appear in it: “Net-SNMP”. Click on it.

System: Firmware

Action done.
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#+++ You may also specify the following make variables:

NET_SNMP_SYS_CONTACT="zi@FreeBSD.org"

NET_SNMP_SYS_LOCATION="USA"

DEFAULT SNMP_VERSION=3

NET_SNMP_MIB_MODULES="host smux mibII/mta sendmail ucd-snmp/diskio"
NET_SNMP_LOGFILE=/var/log/snmpd.log
NET_SNMP_PERSISTENTDIR=/var/net-snmp

to define default values (or to override the defaults).

To avoid being

prompted during the configuration process, you should (minimally) define

the first two variables. (NET SNMP_SYS *)

You may also define the following to avoid all interactive configuration:

BATCH="yes"
Checking integrity...
Nothing to do.
HHHDONEX %

done (0 conflicting)
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This screen appears:
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OPNsense (c) 2014-2020 Deciso BY.

Check the “Enable SNMP Service” box. Enter the SNMP community as well as contact and location
information. Also tick “Layer 3 Visibility”. The last step is to enter the IP addresses to be listened to. In
this example, I've entered the IP of my “LAN” interface.

root@OPNsense.localdomain I

O Lobby .
Services: Net-SNMP
I Reporting
= system
General | SNMPy3 Users

& Interfaces
& Firewall ML=
@ ven @ Enable SNMP Service e
B Services © sNmP community public

Captive Portal é] "

© SNMP Location liege

DHCPv4. ®

DHCPYVS ® @ snup contact support@esia-sa.com

Dnsmasq DNS ® B Layersvisibility @

Dynamic DNS ®  @oisplayversioninom

Intrusion Detection v P

@ Listen IPs AL
Monit K4
© Clear &

Network Time [c]

Net-SNMP =1

OpenDNS - ﬂ

Unbound DNS @

Web Proxy ¥
& Power
® Help

Click “Save” to apply the configuration. SNMP is now enabled on your OPNsense firewall.
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