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Activating SNMP on an OPNsense firewall

Once connected, you will be taken to the firewall dashboard as shown in the image below.
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First you need to install the NET-SNMP agent, go to “System” and then click on “Plugins”.
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In the drop-down list, search for “os-net-snmp” and click on the small “+” to the right.

Esia Wiki - https://wiki.esia-sa.com/


https://wiki.esia-sa.com/_media/snmp/opsense-1.png
https://wiki.esia-sa.com/_media/snmp/opsense-2.png

Last update: 2023/11/09

18:09

en:snmp:snmp_opnsense https://wiki.esia-sa.com/en/snmp/snmp_opnsense

O Lobby
M4 Reporting
= System

Access L]

(5]

Configuration
Firmware B
Updates

Plugins
Packsges
Changelog
Settings
Reporter
LogFile
Gateways

High Availability

RN IIEN

Routes
Settings
Trust

Wizard

@ N & B

LogFiles

Diagnostics
h Interfaces
& Firewall
Q@ VPN
& Services
& Power

® Help

Gs-helloworta : pLu:
os-igmp-proxy 15 22.4Ki8
os-intrusion-detection-content-et-pro 101 4.64KiB
os-intrusion-detection-content. pt-open L0 4258
os-intrusion-detection-content-snort-vrt 11 124Ki8
os-iperf 10 24.3KiB
os-2tp 19 47.4KiB
os-ledproc-sdecled 11 6298
oslidpd 11 16.3KiB
os-mail-backup 11 114KiB
os-maltrail 15 39.9KiB
os-mdns-repeater L0 14.4Ki8
os-munin-node 10 14.7KiB
Sianetsnmp 1a 26.7KiB
os-netdata 10 17.0iB
os-nginx 119 805KiB
os-node_exporter 10 17.8KiB
os-nrpe 101 25.4Ki8
os-ntopng 12 20.3KiB
os-nut L7 33.3KiB
os-openconnect 140 22.7KiB
os-postfix 1141 138KiB
os-pppoe 18 54.0KiB
os-pptp 19 54.2Ki8
os-redis 11 68.2KiB

(c) 2014-2020 Deciso B

If the installation went well, you will get this message:
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You need to reload the menu on the left and click on “lobby”, for example.

Now go to the “Services” menu and a new line will appear in it: “Net-SNMP”. Click on it.

System: Firmware

Action done.
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#+++ You may also specify the following make variables:

NET_SNMP_SYS_CONTACT="zi@FreeBSD.org"

NET_SNMP_SYS_LOCATION="USA"

DEFAULT SNMP_VERSION=3

NET_SNMP_MIB_MODULES="host smux mibII/mta sendmail ucd-snmp/diskio"
NET_SNMP_LOGFILE=/var/log/snmpd.log
NET_SNMP_PERSISTENTDIR=/var/net-snmp

to define default values (or to override the defaults).

To avoid being

prompted during the configuration process, you should (minimally) define

the first two variables. (NET SNMP_SYS *)

You may also define the following to avoid all interactive configuration:

BATCH="yes"
Checking integrity...
Nothing to do.
HHHDONEX %

done (0 conflicting)
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This screen appears:

https://wiki.esia-sa.com/

Printed on 2025/04/30 23:04


https://wiki.esia-sa.com/_media/snmp/opsense-3.png
https://wiki.esia-sa.com/_media/snmp/opsense-4.png

2025/04/30 23:04 3/4 Activating SNMP on an OPNsense firewall

r00t@0PNsense.localdomain I

I Lobby

Services: Net-SNMP

I8 Reporting
= system

General | SMMPV3 Users
& Interfaces

& Firewall ull hetp OO
@ ven © Enable SNMP Service
& Services @ SNMP Community
Coptive Fortal 4 o snup Location
DHCPv4 @
ERG ® © SNMP Contact
CI=mEEg s ® @ Layer3visibility
OIS ® @ pisplayversionin 0D
Intrusion Detection LY @ Listen IPs
Monit * oG
Network Time ]
Net-SNMP s
OpenDNS » m
Unbound DNS »
Web Proxy 5
& Power
@ Help

OPNsense (c) 2014-2020 Deciso BY.

Check the “Enable SNMP Service” box. Enter the SNMP community as well as contact and location
information. Also tick “Layer 3 Visibility”. The last step is to enter the IP addresses to be listened to. In
this example, I've entered the IP of my “LAN” interface.
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Click “Save” to apply the configuration. SNMP is now enabled on your OPNsense firewall.
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