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Activation SNMP sur un pare-feu OPNsense

Une fois connecté, vous arrivez sur le tableau de bord du pare-feu comme sur I'image si dessous.

DOPNsense.localdomain I

O Lobby
Dashboard & LObby: Dashboard © Add widget ~ 2columns
License &
S— a System Information S - % Services P
Name OPNsenselocaldomain Service Description Status
Logout &
& R it Versions OPNsense 20.1-amd64 configd System Configuration Daemon c|m
teporting FreeBSD 11.2-RELEASE-p16-HBSD )
system OpenSsLL1.1d 105ep2019 dpinger Gateway Monitor (WAN_GWva) znm
& Interfaces Updates. Click to check for updates. ifgroups. Interface groups
§ Firewall CPUType Intel(R) Core(TM) i9-3900K CPU @ 3.60GHz (1 cores) login Users and Groups 2
@ veN CPU usage 200 ntpd Network Time Daemon o
¥ Services pf Packet Filter =]
Load average 1.27,0.35,0.13
£ Power syslogng Remote Syslog o m
® et Uptime 00:00:24
Help
logd Local sysl z
Current date/time Thu Jul 2 18:20:08 CEST 2020 e e Byee Ll
Last config change Thu Jul 2 18:19:48 CEST 2020 unbound Unbound DNS L]
State table size 0% (171/98000)
Gateways S - %
MBUF Usage ] 1% (760/61552)
Name RTT RTTd Loss Status
Memory usage [ ] 14% (148/987 MB)
WAN_GWv4- 2.4 ms 0.4ms 0.0%
Disk usage [ | 119% / [ufs] (1.56/156) 19206801
WAN_DHCPG - - -
Interfaces S - %
LAN 1000baseT <full-duplex> 192.168.1.43
WAN 1000baseT <full-duplex> 192.168.1.53

2202:203f:40f2:cd00:a00:27f:Fec6:490e

opN

[l faut d’abord installer I'agent NET-SNMP, il faut aller dans « System » puis cliquer sur « Plugins ».

root@0PNsense.localdomain I

— Lobby: Dashboard
o - Dashboar Addwidget  2columns  ~
l#a Reporting 2 © &
IE System
— T Systeminformation ;- x Services s - x
Name OPNsenselocaldomain Service Description Status
Configuration ko]
| . _ Versions OPNsense 20.1-amd64 configd System Configuration Daemon zm
Irmware =) FreeBSD 11.2-RELEASE-pL6-HBSD
OpenSSL1.1.1d 10 Sep 2019 dpinger Gateway Monitor (WAN_GWv4) cm
| Updates Click to check for updates ifgroups Interface groups
CPUType Intel(R) Core(TM) i9-8800K CPU @ 3.60GHz (1 cores) login Users and Groups 2
Changelo
gelos CPU usage 1°°|—/E ntpd Network Time Daemon u >
Settings d
pf Packet Filter E
Reporter Load average 117,0.35,0.13
syslog-ny Remote Syslo zm
LogFile Uptime 00:00:29 =5 e
Gateways T Current dateftime Thu Jul 2 18:20:13 CEST 2020 syslogd Local sysiog L
High Availability ®  Lastconfigchange Thu Jul 2 13:19:48 CEST 2020 Orerd =S ejm
Routes T Statetablesize 0% (171/58000)
Gateways s - x
Settings « MBUF Usage ] 1% (760/61552)
Tt . Name RTT RTTd Loss Status
Memory usage [ ] 15% (153/987 MB)
I P WAN_GWv4 22ms 0.6ms 00%
1z Disk usage [ | 11% / [ufs] (1.56/15G) 19216811
Log Files ®
WAN_DHCPE - - -
Diagnostics @ -
ah Interfaces
Interfaces s = x
& Firewall
an 1000baseT <full-duplex> 192.168.1.43
@ vPN
WAN 1000baseT <full-duplex> 192.168.1.53
& services 2a02:a03f4012:cd00:00:27f fec6:490e
% Power
© Help

nse (c) 2014-2020 Decis

Dans la liste déroulante, chercher « os-net-snmp » et cliquer sur le petit « + » a droite.
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os-helloworld " .IKIB A'sample framework application o +
O Lobby B o
& Reporting os-igmp-proxy 15 22.4KiB IGMP-Proxy Service o +
= system os-intrusion-detection-content-et-pro 1.01 4.64KiB IDS Proofpoint ET Pro ruleset (needs a valid subscription) o +
e = os-intrusion-detection-content-pt-open 1.0 4258 IDS PT Research ruleset (only for non-commercial use) e +
Configuration kol os-intrusion-detection-content-snort-vrt 11 12.4kiB 1DS Snort VRT ruleset (needs registration or subscription) o +
Firmware B os-iperf 1.0 24.3KiB Connection speed tester o +
0 os-2tp 19 47.4KiB End of life, no replacement o +
Plugins
os-lcdproc-sdecled 1 6298 LEDProc for SDEC LCD devices o+
Packages
. os-lldpd 11 16.3KiB. LLDP allows you to know exactly on which port is aserver o +
Settings os-mail-backup 11 11.4KiB Send configuration file backup by e-mail o +
Reporter os-maltrail 15 39.9KiB. Malicious traffic detection system o +
LogFile
E os-mdns-repeater 10 14.4KiB Proxy multicast DNS between networks o +
Gateways R4
©os-munin-node 10 14.7KiB Munin monitorin agent
High Availability [+
0s-net-snm 14 26.TKiB Net-SNMP is a daemon for the SNMP protocol
Routes F —
os-netdata 1.0 17.0KiB. Real-time performance monitoring
Settings o
- - os-nginx 119 805KiB Nginx HTTP server and reverse proxy
Wizard 7 os-node_exporter L0 17.8KiB Prometheus exporter for machine metrics
LogFiles ® os-nrpe 101 25.4KiB. Execute nagios plugins
Diagnostics (-] os-ntopng 12 20.3KiB Traffic Analysis and Flow Collection o+
e Interfaces os-nut 17 38.3KiB Network UPS Tools e +
& Firewall os-openconnect 140 22.7KiB. OpenConnect Client o +
Q@ VPN
os-postfix 1141 138KiB SMTP mail relay o +
& Services
os-pppoe 18 54.0KiB. End of life, no replacement o +
& Power
os-pptp 19 54.2KiB. End of life, no replacement e +
@ Help
os-redis 11 68.2KiB Redis DB o +
OPNsenze (c) 2014-2020 Deciso B,
T ” t , t b 7 .
Si Iinstallation c’est bien passee, vous aurez ce message .
O Lobby .
System: Firmware
lda Reporting
= system
Configuration 9
Firmuiare 8 Updates. ‘ Plugins
Updates e
Plugins ;
& *+++ You may also specify the following make variables:
Packages
S NET_SNMP_SYS_CONTACT="zi@FreeBSD.org"
NET_SNMP_SYS_LOCATION="USA"
SIS DEFAULT_SNMP_VERSION=3
Reporter NET_SNMP_MIB_MODULES="host smux mibII/mta sendmail ucd-snmp/diskio"
. NET_SNMP_LOGFILE=/var/log/snmpd.log
oefle NET_SNMP_PERSISTENTDIR=/var/net-snmp
Gateways 1
(Tl ~ to define default values (or to override the defaults). To aveid being
eRaaisbility = prompted during the configuration process, you should (minimally) define
Routes = the first two variables. (NET_SNMP_SYS *)
SRl o You may also define the following to avoid all interactive configuration:
Trust *
) BATCH="yes"
Wizard 7 Checking integrity... done (@ conflicting)
LogFiles o Nothing to do.
e it
Diagnostics -] -
aha Interfaces
& Firewall
Q@ VPN
& Services
& Power
@ Help

Il vous faut recharger le menu de gauche, cliquer sur « lobby » par exemple.

Maintenant, allez dans le menu « Services » et dedans une nouvelle ligne est apparue «Net-SNMP ».
Cliguer dessus.

Cet écran apparait:
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r00t@0PNsense.localdomain I

I Lobby

Services: Net-SNMP

M Reporting
= system
General | SNMPV3 Users
& Interfaces
& Firewall ull hetp D
@ ven © Enable SNMP Service
& Services @ SNMP Community
Ceetveicnd “ @ SNMP Location
DHCPv4 @
TR ® © SNMP Contact
Do=n=uDES ® @ Layer3visibility
Dynamic DNS ® @ pisplayversionin 0D
Intrusion Detection LY @ Listen IPs
Monit * oa
Network Time ] k
Net-SNMP £
OpenDNS » a
Unbound DNS »
Web Proxy L]
& Power
® Help

OPNsense (c) 2014-2020 Deciso BY.

Cochez bien évidemment la case «Enable SNMP Service ». Rentrez la communauté SNMP ainsi que les
informations de contact, location. Cochez également « Layer 3 Visibility ». La derniére étape consiste
a rentrer les adresses IP qui seront a I’écoute. )'ai donc indiqué I'IP de mon interface «LAN » dans cet
exemple.

root@OPNsense.localdomain I

O Lobby A
Services: Net-SNMP
I Reporting
= system
General SNMPv3 Users

& Interfaces
& Firewall fullhelp D
@ ven @ Enable SNMP Service v
& Services © SNMP Community public

Captive Portal i) N

© SNMP Location liege

DHCPv4. @

DHCPY @ © SNMP Contact support@esia-sa.com

Crmr=g i ® @ Layer3visibiity v

UYREiCDNS A @ Display Versionin 0ID

Intrusion Detection 0 B

O Listen IPs 192.168.1.43
Monit L2
© Clear

Network Time [c]

Net-SNMP S

OpenDNS L m

Unbound DNS »

Web Proxy ¥
# Power
® Help

Cliquez sur « Save » afin d'appliquer la configuration. SNMP est maintenant activé sur votre pare-feu
OPNsense.
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